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00000000Apachel000000,00000LINUX,00000WINDOWS 000000.

000000 :http://xok.la/2009/02/linux_apache php set.html

00000000000ISP,0000000,00apachelphpll00000000O0O0.
pooooooooooooooooOboODD, 000000ObO0Ob0ODbODDOD,

0000 Apache Virtualhostt PHPOOOOOO0. 00000000 VirtualhostoOD
00000 php_value,php_admin_valuell php_admin_flagi0,000000000000
gopooooooog.

00Apachel00000000000DOO0OODODD:

php_admin_value name 1|0|string (valued0000OOD)
php_admin_flag name on|off (flagi 0 on0 off,000 Apache2.2000)

go0:o0bo0o0boobooboo,boobooboobo,0booo
goooooong.

00,00ernestd0000register_globalsi000,000upload_max_filesizel 00
5M,0000safe_mode,000000000,00000000 VirtualHostOOOOOOD:

php_value upload_max_filesize 5M
php_value register_globals 1

php_value safe_mode 0
php_flag safe_mode Off

php_admin_value safe_mode 0 #(for Apache2.20)
php_admin_flag safe_mode Off #(for Apache2.20)
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Ophp.ini00000000000,00000000000,00000000apache, 0l
0000 phpinfol 000000 Local Valued 0O0O00Master ValuedDOD.

000:00000000000000php.ini0000000OOOOOOOCO,00
000 register_globals 17, 000 php.ini0 00 register_globals On”.

HHHH BRI R R R R R R R R
HiH#

(1) safe_mode: 0000000 PHP;

Ophp.ini00000000@OOOOOOOD):

safe_mode = On (booooo)
safe_mode = Off (oooooo)

PHPOODOOODOODOOODODOD (shared-server)00000000000.00
ooooo,000PHPOOODOOOCOOOCOOOOO,D0O00CO00WEBDOOD
0o0000000000000,0000000,0000000000001SPOODO,
ooooooooo00oo00Ob0D00PHP,00DOODOODDODOOODODOD
o000, 000000000000000000OOO0O0nDO.

0000 : http://hk2.php.net/features.safe-mode

0 Apachell httpd.confl VirtualHostd 000000(00000000000):
php_admin_flag safe_mode On (oooocoo)
php_admin_flag safe_mode Off (0ODooo)
gon
php_admin_value safe_mode 1 (0ODooo)
php_admin_value safe_mode 0 (0O00on)

0000:000000000D000D0safe_model00,0000000000000
000000safe_model00,000000000000000,000000safe_mode
0Oooooooooooooo,0op00D00000D00safe_model0OO0O0D,
goooooooooboooboobooboo, ooooboobooboooooooo
000000o0oooooo,00o0D00000000000000D00D safe_mode
goooo,jooobooboooboooooooooioboooboono,noooo
oooooooooooooooooonO. oo,00000000000000,00
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gooooooooooooo, DooooooOooooDoOooDoOoooDoooa,
00,00000000000000000000C0OD, 0000000000000
000000000safe_modeddon.

(2) safe_mode_include_dir: 10UID/GIDOCOOON

oooooo(1)oobooo0PHPODODOODO,PHPOODOODOOOCOOCOO
00000000000UID/GIDDO0000: 000000000000UIDDGID,00
000PHPOOCOOOUIDDGIDDO.

00,00000000000PHPODDOCCOOOCOOCOODOOCForumdGallery
ooopoooDooOoobOoODOOPHPOODODOOD), DODODDOCODOD.

000safe_mode_include_dird000000000,0PHPODOOOOOCOCOOOCOD
0(@00000include_path00000000000),00000UID/GIDO0,000
0000ouID/GIDOODO0.

0PHP4.2.000,00000000000Include_pathd000000,0000000
0000,0000000000000.0open_basedirl0, 00000000000
gooooooooob,pobooobooooooooo.

000000: “safe_mode_include_dir = /dir/incl”, 00000PHPOOOOODOO
00 “/dir/include”d “/dir/incls” 00(00000000).00,00000000
gooooooooooo, oooboOooboOoODoOoOoDoOoOg, oo
“safe_mode_include_dir = /dir/incl/”

000: VirtualHostd 0000 php.ini00 safe_mode_include_dir0D .
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(3) open_basedir: 0000000000000000;

000php.ini00000000000DO:

; open_basedir, if set, limits all file operations to the defined directory
; and below. This directive makes most sense if used in a per-directory or

; per-virtualhost web server configuration file. This directive is
; *NOT™ affected by whether Safe Mode is turned On or Off.
open_basedir = .

open_basedirl00000000000000000000000000D00DO0OD
0000”.’0000000-. DO0open_basedirl0000000000,000000
0000:0”open_basedir = /dir/user”, 0000 “/dir/fuser” 0 “/dir/user1”00
ooood. OoOoOobOOOODOOOODOOOODOOOODCOOOOD. DOOOD:
“open_basedir = /dir/user/”

open_basedird0000000000, 0WindowsOOOOOOOO, 000000000
000000. DO0ODApachel00000000open_basedird000000-

00000000Apachel000D000O0ODOD:

(a) 0 Apachel httpd.confll Directory0 000000

php_admin_value open_basedir /usr/local/apache/htdocs/
#10000DOOODDODO:
php_admin_value open_basedir /usr/local/apache/htdocs/:/tmp/

(b) 0 Apachel httpd.confll VirtualHost0 000000 :

php_admin_value open_basedir /usr/local/apache/htdocs/
#100000DOODOOD:
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php_admin_value open_basedir /var/www/html/:/var/tmp/

(c) 00 VirtualHostO O OO open_basedirl0, 00000000000000 php.ini
00open_basedirl000,0000000000000,00000000 VirtualHost
0000000.00,000php.ini000open_basedir = .:/tmp/, 00000000
0ooooO(@PHPOODDOOOOO)0/tmp/OO.

000:00php.ini000000000C00C/tmp/,00000pen_basedird000
00/Amp/,000000000. 00phpl000”0pen_basedir restriction in effect”
0000, Omove_uploaded_file()0O0O0000000/tmp/00000000,000
goooooooo.

(4) disable_functions: 000000000(Q0000O0O0DOOCO0OCODO);

oooooOooooDoDooDOoOoDODODO(@OoOODODOnOnO),na:
disable_functions = shell_exec,system,exec,passthru,show_source,get_cfg_var

disable_functionsi000000000000000,0000000000,0000
000php.ini00000000,000000C httpd.confd00000000O0OC.

0php-4.0.1000php.ini00000000, 00000000, 0000000000
000000oDo0Don, 00: passthru,exec,system,popen 00. 000 php.ini

000 disable_functions = passthru,exec,system,popen 000, PHPOOOOO0OD
0000000000 : Warning: system() has been disabled for security reasons

goooobobooobooooooooono:

0000PHPODOOODOOperlDO0,0000000shell_execOOO000000
00,00000000(%)000000000DScript00, 000000DDODD.
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og:

00,000000000000,0000000000000 “cat/etc/passwd™ 000
goooo0OO0000000D. ooooooooooIsSPOOOOD, OODODDD
0oooo0ooooDoDoO, 000000000 PHPODOOODOD((ODOPHPODODO
ooooo0o,nooDooooOo0oDoODOn)oO, ooooooooooonon
0000000000000, DOODODOLInUXCODPHPOOODO“000 script
00,000000PHP.INIDOD : disable_functions = shell_exec,system,exec 000
PHPODOOOOODD.

gooooooo,ooooooo:

disable_functions = shell_exec,system,exec,passthru,show_source,get_cfg_var
goooooooo,oooooo:

disable_functions = shell_exec,system,exec,passthru

PHPOOOOOOOOOOOOOO:
unlink,mkdir,touch,fgets,popen,proc_open,link,symlink,phpinfo
g0:000000000C00COCOD,oOD0ODODODODODO.

000 : disable_functionsO 0000 php.ini000000,00000000 httpd.conf
0oOo0oO0O0000000ObO0DDOODO00000,

5) register_globals: 10000000;

register_globals = On (000D000Ono)
register_globals = Off (0ODDOO0ODD)

00000,00000HTMLODDOOHTTPOD,000GET,POSTICOOKIEDD(DD0GPC)
0.0PHPOOODODOOOOOCOOOCOOCD,000000php.iNI0O0C0OOCOO

6/12



LinuxC Apachel PHPOOOOOO

000 Administrator
00,3000 2009 23:21 -0000 00, 3100 2009 00:14

00,00 register_globalsi0000.

0000,register_globalsi00000000000,0000000Nn000,0000
oooooooooooooooODbO,000000000PHPOODOODROO0
nOffo00,PHPOOOODOODDODDOD,00000000000000DDO.

0PHP4.3.000 ,register_globalsi00000000Off; 00000 ,register_globals
ooooooooo,0oo00oO0CO00O0O0DbODDOD.

000:0000 register_globals = Off 00,000000PHPOIODOO

0URL
00000000,00000PHPODsessiondcookiell00. 000 register_globalsh,

PHPOOODOOO00000000Osessiondcookie(U0$_SESSION[0$_COOKIE). 00

00session000000000,0000session_register()0000000000,00
0000000000000 PHPOOOC Session handling functionsi0000).

00register_globalsD0000000,0000000000000000000000
00.0000000register_globals,0000000000$% GET,$_POSTO$_COOKIED
000,000000GET,POSTICOOKIEDODDPHPODOOOOOD.DDOOPHPOOODO
0O00000000D@ODOD0O00D0DCOOKIEDODODODO),00000000
O00DURLCOOODOOOOOOOOOODOO,000O0OD0000000.

00,000000000000D00DOCOPHPOO,OD:,
0000000000000000D,000000CTreqister_globalsiOo0O000
gbooobooooboooo,pboooboooooooo.

0000:0PHP4.2.00,PHPOCODOregister_globalsi000000off0,PHPOOOD
0oooooooooo,000000000,00superglobalss

0 Apachel httpd.confl VirtualHostO 000000 :

php_admin_flag register_globals on
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ooo
php_admin_value register_globals 1

6) magic_quotes_gpc: 0000000

magic_quotes_gpc = On
magic_quotes_gpc = Off

magic_quotes_gpcl00phpd 0000000000, 000000ON, 00000000,
000GET,POST,COOKIENNND0000000000(0™0),00NULLODODOO
00000000000,000000SQLID000000,00XSS00000000
000000000000

O0php.ini0000000000magic_quotes_gpcl0(00ON)0, 0000000000
0GET,POST,COOKIEDDDODaddslashes()00. 000000000 magic_quotes_gpc
00,00PHPODOOOODODOOODO(), 00000O0OODODOOODOO,
00000(C)00,00000000000000000000SQLOOOO0OODOD.
oooOooooDoDooOoOoDoDODODODOoDODSQLOnDOn,0ooo
gogoooooooooooooooooo, booooo, bobbooooooodg,
000000LINUXDODODOODODODO.

000: PHPOODOOODOODOODO,000addslashes()00000000000
000,000000stripslashes()000000.00,0000000000000
ooooooooooD. oooPHPODOMySQLOOOOO,00000000000OO
0000000: mysqgl_real_escape_string(); 000000000000000000
0oooooo.

0 Apachel httpd.confl VirtualHostO 000000 :

php_admin_flag magic_quotes_gpc on
uao
php_admin_value magic_quotes_gpc 1
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7) allow_url_fopenlallow_url_include: 00000000

allow_url_fopen = On (0ODOURLOO,0O0DO)
allow_url_fopen = Off (0ODODURLOD)
allow_url_include = Off (000DURLOD,000000,0000)
allow_url_include = On (C00ODURLOD,00000DO)

allow_url_fopen 000000000URLOOCfopendCO0,00PHPOOOCOOOURL
00(@0000).0000000D00fpP0Nttp000000000,0000000
zlib00DOODODODOO. allow_url_included00000PHPOOODOODODOD,
0000fopendincluded00000,00PHPS.20000000000.

ooooooo,PHPODODODOCODOOOODODOOO, DOOOODODOO,
0000(Include)URLOOOD,00PHPOOCOOOCOOO0OOODODODD, 00000
00000000D00D000D0O0 (Remote URL Include vulnerabilities), 01000
000000php.ini000000DO.

PHPOODODOODPHPGOOOOOallow_url_include,00000000000PHP5.200
000.00allow_url_included000000(Include)i0n, 0000000000
00000000fopent0000000,000000000INcludedninnOnd.
00000PHPDallow_url_fopent0000000,0allow_url_includel 000000.

0000o00DoDo00,00000 PHPOallow_url_fopend allow_url_includeld,
oooooOooooDoDooODOoOoODOD,000000000000URLDOD,
00000000http(s)0ftp(s)000, 0000000000000,000PHP5.2.0
000000phpldatal0000,00000000000000,0000000:

O0OLINUXODOOOO,000000000000000,0000IPTABLESOOOO
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0000000,00PHPOOOCODOOOOOCcurDOOOODO.

000:00PHP4.0.30000000000php.ini0000000allow_url_fopend U,
0PHP4.0.30000000,000000000000 —disable-url-fopen-wrapperl
00000. Windowsl 0 PHPU4.30000,0000: include, include_once, require,
require_once 000000000,0PHP4.300000000000000000000.

0 Apachel httpd.confl VirtualHostO 000000 :

php_admin_flag allow_url_fopen Off
php_admin_flag allow_url_include Off
oo

php_admin_value allow_url_fopen 0
php_admin_value allow_url_include 0

Error handling and logging: 0000000

display_errors = On (0OD0O0D)
display_errors = Off (0ODooo)

PHPOOODDOOOOOCOO,0000000000,000PHPOODOO, 00000
goooooooo,obooboobooboobooODOODOODOODOn, DO
goooooooo,noooooobooooononng.

O0PHPOOODOOOODODO,0000000000000D0OD,00:
log_errors = Off (PHP OODOODODON)
log_errors = On (ODOODODODOD)

ooooooooo,0oo0oo00b0D,000PHPOCOOOOOODOODD:
;error_log = filename (bODOD™”000000D0D)
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error_log = /var/log/php_error.log
000 filenamed 00000 ”/var/log/php_error.log”, 000000,000PHPOOO
0oo0o0o0oo?d.

0 Apachel httpd.confl VirtualHost0 OO0000:

php_admin_flag display_errors Off
000
php_admin_value display_errors 0

00000,0000000 VirtualHostoODOOOODOD:
ErrorLog logs/mydomain.com-error_log

HHHH BRI R R R R R R R
HiH#
PHPOOODOO:

HHHH BRI R R R R R R R
HiH#

php.ini0000000:

safe_mode = On
allow_url_fopen = Off
allow_url_include = Off
register_globals = Off
magic_quotes_gpc = On
display_errors = Off

disable_functions = shell_exec,system,exec,passthru,show_source,get_cfg_var
#l0,000000000000O0000O0OOO:
disable_functions = shell_exec,system,exec,passthru

11/12



LinuxC Apachel PHPOOOOOO

000 Administrator
00,3000 2009 23:21 -0000 00, 3100 2009 00:14

open_basedir = .

VirtualHost0OOODOOO :

ServerAdmin [emaillwebmaster@mydomain[/email]
DocumentRoot /home/hosting/mydomain/public_html
ServerName mydomain.com

ServerAlias www.mydomain.com

php_admin_value safe_mode 1

php_admin_value allow_url_fopen 0
php_admin_value allow_url_include 0
php_admin_value register_globals 1
php_admin_value magic_quotes_gpc 1
php_admin_value display_errors 0

php_admin_value open_basedir /home/hosting/mydomain/
ErrorLog logs/mydomain.com-error_log

CustomLog logs/mydomain.com-access_log common

#00:

ServerAdmin [emaillwebmaster@mydomain[/email]
DocumentRoot /home/hosting/hung25ucom/public_html
ServerName mydomain.com

ServerAlias www.mydomain.com

php_admin_flag safe_mode On

php_admin_flag allow_url_fopen Off

php_admin_flag allow_url_include Off

php_admin_flag register_globals On

php_admin_flag magic_quotes_gpc On
php_admin_flag display_errors Off

php_admin_value open_basedir /home/hosting/mydomain/
ErrorLog logs/mydomain.com-error_log

CustomLog logs/mydomain.com-access_log common
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